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Internet Governance & Digitale Außenpolitik 

Trump’s Moves to Modernize U.S. Technology Policy 
Matt Pearl 
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Mark Kennedy 
Woodrow Wilson International Center for Scholars, 14.01.2025 
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Cybersicherheit & Cyber-Außenpolitik 

Lessons Australia Can Learn from Ukraine’s Digital Resilience 

Nikki Trewin 

Australian Institute of International Affairs, 04.02.2025 
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Bart Hogeveen, Gatra Priyandita 
Australian Strategic Policy Institute (ASPI), 19.02.2025 
 

https://www.csis.org/analysis/trumps-moves-modernize-us-technology-policy
https://dgap.org/de/forschung/publikationen/trumps-stopp-der-us-auslandshilfen-gefaehrdet-die-internetfreiheit
https://dgap.org/de/forschung/publikationen/trumps-stopp-der-us-auslandshilfen-gefaehrdet-die-internetfreiheit
https://eucyberdirect.eu/research/digital-corporate-autonomy-geo-economics-and-corporate-agency-in-conflict-and-competition
https://eucyberdirect.eu/research/digital-corporate-autonomy-geo-economics-and-corporate-agency-in-conflict-and-competition
https://www.hertie-school.org/en/digital-governance/research/blog/detail/content/without-a-robust-feminist-cyber-policy-a-fair-digital-future-is-slipping-away
https://www.newamerica.org/oti/blog/trumps-tech-governance-making-sense-of-the-administrations-first-30-days/
http://opiniojuris.org/2025/01/20/from-the-ashes-of-the-empires-towards-global-convergence-in-approaches-to-data-governance/
http://opiniojuris.org/2025/01/20/from-the-ashes-of-the-empires-towards-global-convergence-in-approaches-to-data-governance/
https://www.wilsoncenter.org/article/red-flags-tech-race-america-must-act-now-preserve-its-innovation-edge
https://www.internationalaffairs.org.au/australianoutlook/lessons-australia-can-learn-from-ukraines-digital-resilience/
https://www.aspi.org.au/report/state-sponsored-economic-cyberespionage
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Stephanie K. Pell 
Brookings Institution, 18.02.2025 
 
Managing the Risks of China’s Access to U.S. Data and Control of Software and Con-
nected Technology 
Peter Harrell 
Carnegie Endowment for International Peace, 30.01.2025 
 
Next Steps for the International Counter Ransomware Initiative 
James Andrew Lewis 
Center for Strategic and International Studies, 21.01.2025 
 
A Handbook for the Practice of Cyber Diplomacy 
Andrea Salvi, Heli Tiirmaa-Klaar, James Andrew Lewis 
EU Cyber Direct, 28.01.2025, 179 Seiten. 
 
China's Expanding Cyber Playbook - Espionage, Fear, and Influence in East Asia 
Chung-Kuan Chen, Valentin Weber 
Friedrich-Naumann-Stiftung für die Freiheit, 01.2025, 18 Seiten. 
 
Building a Cyber Resilient South Asia 
Sameer Patil, Aditya Gowdara Shivamurthy 
Friedrich-Naumann-Stiftung für die Freiheit, 01.2025, 45 Seiten. 
 
Russian IT Sector Effectively Serves the Kremlin Despite Sanctions 
Ksenia Kirillova 
Jamestown Foundation, 27.02.2025 
 
Year Ahead – The Coming Year’s Evolution in the Law of Cyber Operations 
Jeffrey Biller  
Lieber Institute West Point, 02.01.2025 
 
All the AI risks we cannot see 
Vaibhav Garg 
Observer Research Foundation, 21.01.2025 
 
2024: A jackpot year for North Korea’s cyber criminals 
Abhishek Sharma 
Observer Research Foundation, 06.01.2025 
 

https://www.aspi.org.au/report/responsible-cyber-behaviour-indo-pacific-views-cambodia-fiji-india-indonesia-japan-pakistan
https://www.brookings.edu/articles/why-dismantling-the-pclob-and-csrb-threatens-privacy-and-national-security/
https://carnegieendowment.org/research/2025/01/managing-the-risks-of-chinas-access-to-us-data-and-control-of-software-and-connected-technology?lang=en
https://carnegieendowment.org/research/2025/01/managing-the-risks-of-chinas-access-to-us-data-and-control-of-software-and-connected-technology?lang=en
https://www.csis.org/analysis/next-steps-international-counter-ransomware-initiative
https://eucyberdirect.eu/research/a-handbook-for-the-practice-of-cyber-diplomacy
https://shop.freiheit.org/#!/Publikation/1855
https://shop.freiheit.org/#!/Publikation/1871
https://jamestown.org/program/russian-it-sector-effectively-serves-the-kremlin-despite-sanctions/
https://lieber.westpoint.edu/year-ahead-coming-years-evolution-law-cyber-operations/
https://www.orfonline.org/expert-speak/all-the-ai-risks-we-cannot-see
https://www.orfonline.org/research/2024-a-jackpot-year-for-north-korea-s-cyber-criminals
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Cybersicherheitspolitische Positionen zur Bundestagswahl 2025 
Clara Perras, Thomas Reinhold 
Peace Research Institute Frankfurt PRIF, 30.01.2025 
 
Frieden im Cyberspace – ein langer Weg 
Thomas Reinhold 
Peace Research Institute Frankfurt PRIF, 14.01.2025 
 
Insuring Catastrophic Cyber Risk 
Llyod Dixon, Henry H. Willis, Sasha Romanosky; R. J. Briggs 
RAND Corporation, 28.02.2025 
 
Global Compendium on Responsible Cyber Behaviour 
Louise Marie Hurel et al. 
Royal United Services Institute, 06.03.2025, 121 Seiten. 
 
Three Key Moments from Davos for the Cyber Leadership Community 
William Dixon 
Royal United Services Institute, 03.03.2025 
 
Status update: Responsible state behaviour in cyberspace 
Louise Marie Hurel 
Royal United Services Institute, 28.02.2025 
 
The Forgotten War: Ransomware and Cyber Conflict Studies 
Jamie MacColl, Sara Seppanen 
Royal United Services Institute, 22.01.2025 
 
Artificial Intelligence and Cybersecurity: Balancing Risks and Rewards 
Louise Axon et al. 
World Economic Forum, 21.01.2025, 28 Seiten. 
 
Global Cybersecurity Outlook 2025 
World Economic Forum, 13.01.2025, 49 Seiten. 
 
Zurück zum Inhaltsverzeichnis 

Militärische Cyberverteidigung  

Gegen Chinas und Russlands Cyberaggressionen ist Cyberabwehr nicht genug - Wie 
Deutschland mit geoökonomischen und diplomatischen Mitteln zukünftige Cyberangriffe 
abschrecken kann 
Valentin Weber 
Deutsche Gesellschaft für Auswärtige Politik, 28.01.2025, 3 Seiten. 
 

https://blog.prif.org/2025/01/30/cybersicherheitspolitische-positionen-zur-bundestagswahl-2025/
https://blog.prif.org/2025/01/14/frieden-im-cyberspace-ein-langer-weg/
https://www.rand.org/pubs/working_papers/WRA3817-1.html
https://rusi.org/explore-our-research/publications/special-resources/global-compendium-responsible-cyber-behaviour
https://rusi.org/explore-our-research/publications/commentary/three-key-moments-davos-cyber-leadership-community
https://rusi.org/explore-our-research/publications/external-publications/status-update-responsible-state-behaviour-cyberspace
https://rusi.org/explore-our-research/publications/external-publications/forgotten-war-ransomware-and-cyber-conflict-studies
https://reports.weforum.org/docs/WEF_Artificial_Intelligence_and_Cybersecurity_Balancing_Risks_and_Rewards_2025.pdf
https://www.weforum.org/publications/global-cybersecurity-outlook-2025/
https://dgap.org/de/forschung/publikationen/gegen-chinas-und-russlands-cyberaggressionen-ist-cyberabwehr-nicht-genug
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Cyber Intelligence and International Security: Breaking the Legal and Diplomatic Si-
lence? 
Dennis Broeders 
EU Cyber Direct, 04.03.2025, 18 Seiten. 
 
Russia Ramps Up Cybersecurity Systems 
Luke Rodeheffer 
Jamestown Foundation, 06.02.2025 
 
Japan’s Cybersecurity Resilience Efforts in Collaboration with the United States 
Mihoko Matsubara 
National Bureau of Asian Research, 27.02.2025, 74 Seiten. 
 

Zurück zum Inhaltsverzeichnis 

Kritische & Digitale Infrastruktur 

Tech and power sector partnerships can accelerate the energy transition 
Arshad Mansoor 
Atlantic Council, 20.02.2025 
 
Trump should keep, not cut, Biden’s last-minute offer of federal land for AI data cen-
ters 
Will LaRivee 
Atlantic Council, 23.01.2025 
 
The Hidden Maritime Frontier of Artificial Intelligence 
Christian Bueger 
Istituto per gli studi di politica internazionale, 28.01.2025 
 
The Strategic Role of Japan’s Development Finance under the New Dimension of Dig-
ital Infrastructure 
Hiroyuki Suzuki 
National Bureau of Asian Research, 27.02.2025, 74 Seiten. 
 
The United States Needs to Stress Test Critical Infrastructure for Different AI Adop-
tion Scenarios 
Ismael Arciniegas Rueda, Daniel Tapia 
RAND Corporation, 30.01.2025 
 
AI's Power Requirements Under Exponential Growth - Extrapolating AI Data Center 
Power Demand and Assessing Its Potential Impact on U.S. Competitiveness 
Lennart Heim, Yusuf Mahmood, Konstantin F.Pilz 
RAND Corporation, 28.01.2025 
 

https://eucyberdirect.eu/research/cyber-intelligence-and-international-security-breaking-the-legal-and-diplomatic-silence
https://eucyberdirect.eu/research/cyber-intelligence-and-international-security-breaking-the-legal-and-diplomatic-silence
https://jamestown.org/program/russia-ramps-up-cybersecurity-systems/
https://www.nbr.org/publication/japans-cybersecurity-resilience-efforts-in-collaboration-with-the-united-states/
https://www.atlanticcouncil.org/content-series/global-energy-agenda/tech-and-power-sector-partnerships-can-accelerate-the-energy-transition/
https://www.atlanticcouncil.org/blogs/new-atlanticist/trump-should-keep-not-cut-bidens-last-minute-offer-of-federal-land-for-ai-data-centers/
https://www.atlanticcouncil.org/blogs/new-atlanticist/trump-should-keep-not-cut-bidens-last-minute-offer-of-federal-land-for-ai-data-centers/
https://www.ispionline.it/en/publication/the-hidden-maritime-frontier-of-artificial-intelligence-198152
https://www.nbr.org/publication/the-strategic-role-of-japans-development-finance-under-the-new-dimension-of-digital-infrastructure/
https://www.nbr.org/publication/the-strategic-role-of-japans-development-finance-under-the-new-dimension-of-digital-infrastructure/
https://www.rand.org/pubs/commentary/2025/01/the-united-states-needs-to-stress-test-critical-infrastructure.html
https://www.rand.org/pubs/commentary/2025/01/the-united-states-needs-to-stress-test-critical-infrastructure.html
https://www.rand.org/pubs/research_reports/RRA3572-1.html
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Cyber and Climate Threats: Shared Risks, Resilience, and Response Strategies 
Carolyn Gruber, Allison Pytlak 
Stimson Center, 04.03.2025 
 
Zurück zum Inhaltsverzeichnis 

Künstliche Intelligenz (KI)  

What’s missing from the AI debate? Patience. 

Trey Herr 

Atlantic Council, 18.02.2025 

 

Five AI management strategies—and how they could shape the future 

Kieron O’Hara, Wendy Hall 

Atlantic Council, 04.02.2025 

 
Large Language Models learn to collaborate and reason – A December 2024 update 
on generative AI 
Anton Korinek 
Brookings Institution, 31.01.2025 
 
Researchers United? If you care about the future of AI, focus more on the people 
who actually build it, less on their CEOs 
Roy Bahat 
Brookings Institution, 27.01.2025 
 
The case for consent in the AI data gold rush 
Courtney C. Radsch 
Brookings Institution, 16.01.2025 
 
For AI to make government work better, reduce risk and increase transparency 
Valerie Wirtschafter 
Brookings Institution, 16.01.2025 
 
DeepSeek and Other Chinese Firms Converge with Western Companies on AI Prom-
ises 
Scott Singer 
Carnegie Endowment for International Peace, 28.01.2025 
 
The World According to Generative Artificial Intelligence 
Sinan Ülgen 
Carnegie Endowment for International Peace, 27.01.2025 
 

https://www.stimson.org/2025/cyber-and-climate-threats-shared-risks-resilience-and-response-strategies/
https://www.atlanticcouncil.org/blogs/new-atlanticist/whats-missing-from-the-ai-debate-patience/
https://www.atlanticcouncil.org/blogs/new-atlanticist/five-ai-management-strategies-and-how-they-could-shape-the-future/
https://www.brookings.edu/articles/large-language-models-learn-to-collaborate-and-reason/
https://www.brookings.edu/articles/large-language-models-learn-to-collaborate-and-reason/
https://www.brookings.edu/articles/researchers-united-if-you-care-about-the-future-of-ai-focus-more-on-the-people-who-actually-build-it-less-on-their-ceos/
https://www.brookings.edu/articles/researchers-united-if-you-care-about-the-future-of-ai-focus-more-on-the-people-who-actually-build-it-less-on-their-ceos/
https://www.brookings.edu/articles/the-case-for-consent-in-the-ai-data-gold-rush/
https://www.brookings.edu/articles/for-ai-to-make-government-work-better-reduce-risk-and-increase-transparency/
https://carnegieendowment.org/research/2025/01/deepseek-and-other-chinese-firms-converge-with-western-companies-on-ai-promises?lang=en
https://carnegieendowment.org/research/2025/01/deepseek-and-other-chinese-firms-converge-with-western-companies-on-ai-promises?lang=en
https://carnegieendowment.org/research/2025/01/the-world-according-to-generative-artificial-intelligence?lang=en
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Measuring Changes Caused by Generative Artificial Intelligence: Setting the Founda-
tions 
Samantha Lai, Ben Nimmo, Derek Ruths, Alicia Wanless 
Carnegie Endowment for International Peace, 09.01.2025 
 
Speaking in Code: Contextualizing Large Language Models in Southeast Asia 
Elina Noor, Binya Kanitroj 
Carnegie Endowment for International Peace, 06.01.2025 
 
Using the AI Development Lifecycle as an Organizing Principle for AI Regulations 
Yinuo Geng 
Center for Strategic and International Studies, 13.01.2025 
 
Digital Data and Advanced AI for Richer Global Intelligence 
Danielle Goldfarb 
Centre for International Governance Innovation (CIGI), 11.02.2025, 30 Seiten. 
 
What Could Possibly Go Right with Our AI Future? A Conversation With Reid Hoff-
man 
Council on Foreign Relations (CFR), 30.01.2025 
 
Das KI-Dilemma  
Katja Muñoz 
Deutsche Gesellschaft für Auswärtige Politik / Internationale Politik, 05.02.2025 
 
Integrating AI in nuclear security: Challenges and ethical considerations 
Shravishtha Ajaykumar 
Observer Research Foundation, 15.01.2025 
 
Sovereign data strategies: Boosting or hindering AI development in India? 
Jyoti Panday 
Observer Research Foundation, 10.01.2025 
 
RAND Response to NIST Request for Input on AI 100-5, “A Plan for Global Engage-
ment on AI Standards” 
Ella Guest et al. 
RAND Corporation, 03.03.2025 
 
Could Artificial General Intelligence Adoption Start a Civil War in America? 
Timothy R. Heath 
RAND Corporation, 27.02.2025 
 
Artificial Intelligence and Homeland Security 
Douglas Yeung, Benjamin Boudreaux, Michelle Woods 
RAND Corporation, 27.02.2025 
 

https://carnegieendowment.org/research/2025/01/measuring-changes-caused-by-generative-artificial-intelligence-setting-the-foundations?lang=en
https://carnegieendowment.org/research/2025/01/measuring-changes-caused-by-generative-artificial-intelligence-setting-the-foundations?lang=en
https://carnegieendowment.org/research/2025/01/speaking-in-code-contextualizing-large-language-models-in-southeast-asia?lang=en
https://www.csis.org/analysis/using-ai-development-lifecycle-organizing-principle-ai-regulations
https://www.cigionline.org/publications/digital-data-and-advanced-ai-for-richer-global-intelligence/
https://www.cfr.org/event/what-could-possibly-go-right-our-ai-future-conversation-reid-hoffman
https://www.cfr.org/event/what-could-possibly-go-right-our-ai-future-conversation-reid-hoffman
https://internationalepolitik.de/de/das-ki-dilemma
https://www.orfonline.org/expert-speak/integrating-ai-in-nuclear-security-challenges-and-ethical-considerations
https://www.orfonline.org/expert-speak/sovereign-data-strategies-boosting-or-hindering-ai-development-in-india
https://www.rand.org/pubs/perspectives/PEA3379-2.html
https://www.rand.org/pubs/perspectives/PEA3379-2.html
https://www.rand.org/pubs/external_publications/EP70880.html
https://www.rand.org/pubs/presentations/PTA691-2.html
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Banning AI for Political Campaigns - The Cultural Traces in the Indonesian Constitu-
tional Court Decisions 
Verfassungsblog, 23.01.2025 
 
AI’s Promise Comes With a Price 
Mark A. Green 
Woodrow Wilson International Center for Scholars, 11.02.2025 
 
Zurück zum Inhaltsverzeichnis 

 

KI & Militär 

Missiles, AI, and drone swarms: Ukraine’s 2025 defense tech priorities 

Nataliia Kushnerska 

Atlantic Council, 02.01.2025 

 
The Militarisation of AI and Evolving Nuclear Doctrines in South Asia: Challenges 

and Implications 

Dalir Khan 

Australian Institute of International Affairs, 20.01.2025 

 
How unchecked AI could trigger a nuclear war 
Michael E. O’Hanlon 
Brookings Institution, 28.02.2025 
 
Averting AI Armageddon – U.S.-China-Russia Rivalry at the Nexus of Nuclear Weap-
ons and Artificial Intelligence 
Jacob Stokes, Colin H. Kahl, Andrea Kendall-Taylor, Nicholas Lokker 
Center for a New American Security, 20.02.2025, 36 Seiten. 
 
The Tech Revolution and Irregular Warfare: Leveraging Commercial Innovation for 
Great Power Competition 
Seth G. Jones 
Center for Strategic and International Studies, 30.01.2025, 20 Seiten. 
 
CCA Signals a New Era in AI-Driven Air Combat 
Isaac Goldston, Gregory C. Allen 
Center for Strategic and International Studies, 28.01.2025 
 
Responsible AI and Civilian Protection in Armed Conflict 
Kailee Hilt, Daniel R. Mahanty 
Centre for International Governance Innovation (CIGI), 14.02.2025, 7 Seiten. 
 

https://verfassungsblog.de/banning-ai-for-political-campaigns-indonesia/
https://www.wilsoncenter.org/blog-post/ais-promise-comes-price
https://www.atlanticcouncil.org/blogs/ukrainealert/missiles-ai-and-drone-swarms-ukraines-2025-defense-tech-priorities/
https://www.internationalaffairs.org.au/australianoutlook/the-militarisation-of-ai-and-evolving-nuclear-doctrines-in-south-asia-challenges-and-implications/
https://www.internationalaffairs.org.au/australianoutlook/the-militarisation-of-ai-and-evolving-nuclear-doctrines-in-south-asia-challenges-and-implications/
https://www.brookings.edu/articles/how-unchecked-ai-could-trigger-a-nuclear-war/
https://www.cnas.org/publications/reports/averting-ai-armageddon
https://www.cnas.org/publications/reports/averting-ai-armageddon
https://www.csis.org/analysis/tech-revolution-and-irregular-warfare-leveraging-commercial-innovation-great-power
https://www.csis.org/analysis/tech-revolution-and-irregular-warfare-leveraging-commercial-innovation-great-power
https://www.csis.org/analysis/cca-signals-new-era-ai-driven-air-combat
https://www.cigionline.org/publications/responsible-ai-and-civilian-protection-in-armed-conflict/
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Through a Glass, Darkly: Transparency and Military AI Systems 
Branka Marijan 
Centre for International Governance Innovation (CIGI), 29.01.2025, 22 Seiten. 
 
Human-Machine Interaction and Human Agency in the Military Domain 
Ingvild Bode 
Centre for International Governance Innovation (CIGI), 15.01.2025 
 
Protecting European AI-Related Innovations: Preventing Their Use in China’s Mili-
tary Advancements 
Tim Sweijs, Frank Bekkers, Joris Teer, Sofia Romansky 
The Hague Centre for Strategic Studies, 20.01.2025, 31 Seiten. 
 
Changing Technology and Changing Warfare 
Andrea Gilli, Mauro Gilli 
Istituto per gli studi di politica internazionale, 28.01.2025 
 
Autonomy and Accuracy in Weapon Systems: The Prospects of Artificial Intelligence 
Ernesto Damiani 
Istituto per gli studi di politica internazionale, 28.01.2025 
 
Redefining Security: How AI is Changing the Future of Defense 
Ludovica Favarotto, Luigi Martino 
Istituto per gli studi di politica internazionale, 28.01.2025 
 
Russia Capitalizes on Development of Artificial Intelligence in its Military Strategy 
Sergey Sukhankin 
Jamestown Foundation, 03.03.2025 
 
Artificial General Intelligence's Five Hard National Security Problems 
Joel B. Predd, Jim Mitre 
RAND Corporation, 10.02.2025 
 
AI and Cyber: Could the War of the Robots be the Next War in the Wires? 
Tom Johansmeyer 
Royal United Services Institute, 19.02.2025 
 
Artificial Intelligence for the Defence of Japan: Cautious but Steady Progress 
Tomida Haruka 
S. Rajaratnam School of International Studies, 17.02.2025, 3 Seiten. 
 
Artificial Intelligence, Non-proliferation and Disarmament: A Compendium on the 
State of the Art 
Marc-Michael Blum et al.  
Stockholm International Peace Research Institute (SIPRI), 01.2025, 32 Seiten. 
 

https://www.cigionline.org/publications/through-a-glass-darkly-transparency-and-military-ai-systems/
https://www.cigionline.org/publications/human-machine-interaction-and-human-agency-in-the-military-domain/
https://hcss.nl/report/protecting-european-ai-related-innovations-preventing-their-use-in-chinas-military-advancements/
https://hcss.nl/report/protecting-european-ai-related-innovations-preventing-their-use-in-chinas-military-advancements/
https://www.ispionline.it/en/publication/changing-technology-and-changing-warfare-198138
https://www.ispionline.it/en/publication/autonomy-and-accuracy-in-weapon-systems-the-prospects-of-artificial-intelligence-198146
https://www.ispionline.it/en/publication/redefining-security-how-ai-is-changing-the-future-of-defense-198182
https://jamestown.org/program/russia-capitalizes-on-development-of-artificial-intelligence-in-its-military-strategy/
https://www.rand.org/pubs/perspectives/PEA3691-4.html
https://www.rusi.org/explore-our-research/publications/commentary/ai-and-cyber-could-war-robots-be-next-war-wires
https://rsis.edu.sg/rsis-publication/rsis/artificial-intelligence-for-the-defence-of-japan-cautious-but-steady-progress/
https://www.sipri.org/publications/2025/eu-non-proliferation-and-disarmament-papers/artificial-intelligence-non-proliferation-and-disarmament-compendium-state-art
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